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1 Intr oduction

Computersecurityis anissueof importanceo all citizensof ademocraticsociety

Unfortunately mary peoplebelieve the issuesaretoo complicatedto be under

stoodexceptby “experts”. This abdicationof judgmentis perilous,becauseom-
puters,in conjunctionwith legislationpromotingcorporatenterestscanthreaten
the privagy of individuals. Laws are currently being draftedand promotedby

partiesthatvalueprofitsabove civil liberties.

Thereareseveralreasongo know somethingof computersecurity You may
wish to safgguardinformation suchas personalemail, web browsing habits, or
medicaland creditinformation. You may wantto understandegislationthatis
beingpromotedoy thegovernmenbr softwaremanufcturersio bereassurethat
no oneis goingto take away your freedomof speeclor claim ownershipof your
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information. You may be interestedn why or how peoplebreakinto computer
systemsandwhatthey do oncethey’ve brokenin. This documenis short,and
doesnot answerall of thesequestions;the aim is to provide a foundationfor
continuedself-educatiorby outlining the basicaspectof computersecurityin a
non-technicalvay, andproviding links to additionalresource®n the world-wide
weh

If you comeacrossary termsyou do not understandor find topicsthatinter-
estyou but which arenot discussedn detail here,try doing a web search.The
searchenginegoogl e is top-notchfor computefrelatedtopics;the URL is in Ap-
pendixB, alongwith severalothersecurity-relgantURLSs.

BusinessModels and Legal Issues

The motivation for writing this article is to educateusers. Thereis dangerof
erosionof civil liberties by restrictve computersecuritylaws. If the public is
not informed of the technical,social,and political issuessurroundingcomputer
use, then legislatorswill have no incentive to passlaws that uphold the spirit
of the Constitution. Lobbying for software and mediavendorsalreadyprovides
substantiapressuregainstaws thatupholdthe spirit of the Constitution.Evenif
youarenotAmerican,| hopeyou sharethebeliefsthatpeopleshouldcontroltheir
destiniesandthatawell-informedpublicis capableof governingitself betterthan
agovernmenthatdictatesegulationsasseerfit by asmall,inaccessibleninority
(oftenin the guiseof protecting‘competitiveness”).

Evenin a world of honest,well-intentionedpeople,thereare conflicting in-
terests.A recordingcompaty may have legal ownershipof a popularsong,and
of courseprofits financially from the saleof copiesof this song. With the adwent
of homecomputersthe majority of listenershave the capabilityto mass-produce
high quality copiesof the songmore cheaplythancanbe boughtfrom the legal
owner.

Theworld’s largestsoftwarevendorshave beentirelessadvocatesagainsigiv-
ing control of computemprogramgo users.To make ananalogy think of acom-
puterprogramasacookingrecipe.lt is a pieceof informationthathasnointrinsic
physicalexistence(thoughit canbe storedandsoldin variousforms),andit con-
stitutesinstructionsfor performingatask. The vendors’desiredbusinesanodel
is this. Everyonewho wantsto usethe recipemusthire a butler (buy a computer
andoperatingsystem).Thesepeoplemaythenrequestherecipe(licensethe soft-
ware),which onlythebutler is allowedto read(theinternaldetailsof the program
are hiddenunderlegal penalty). You may not sharethe recipewith neighbors
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(copy the software)nor modify the recipeto suit your own needsor tastegalter
thesourcecodeto addor remove features).

If recipeswere distributed undermodernsoftware licenses,therewould be
generaloutrage. Who would willingly dery the cook’s right to modify a recipe
asneeded}o substituteoreganofor sasory, leave out the salt, or usemamarine
insteadof butter? Who would pay money for the right to usea recipe,without
actuallyowningacopy, or withoutevenbeingallowedto review theactualrecipe?
Who would be satisfiedthatthe recipedid not containunad\ertisedingredients?
Who would feel goodabouttelling their friends,"Y es, it is delicious,isn’t it? But
you'll haveto pay$400for your own copy. | don’t wantto goto jail.”

Thereareintrinsic problemswith this businessmodel, becausef the nature
of the commodity If arecipeis stolenand distributedwidely, it cannever be
recovered, becausanformation, unlike a physical object, can be freely copied
without damaginghe original. Sinceuserscaneasilymake copiesof therecipe,
everysaleis a potentialtheft The obviousway to preventde facto “theft” is to
passand enforceDraconianlaws againstcopying andsharingrecipes. But how
is oneto enforcesuchlaws? Oneway, alreadybeingimplementedor software,
is to monitor cooksby assigningevery butler and every copy of every recipea
uniqueserialnumber Eachbutler recordsthe serialnumbersof the recipeshe
is asked to make, and periodically reportsthesenumbersbackto the vendor If
the sameserialnumberon a recipeis reportedby two differentbutlers,a crime
hasoccurred.Anotherway is to changethe entiremodel,sothattherecipenever
leavesthe vendors hands. In softwareterms,userswho wantto usea program
paya licensefeeauthorizingthemto connecto acomputer(calledanapplication
serve) operatedby the vendor;they arefree to usethe software on the remote
computer Usershave no meansof acquiringacopy of theprogram sothereis no
dangerto the vendorof “theft”. Whatever datauserscreateis returnedto them,
and (accordingto the vendor)the copy of the dataon the vendors machineis
destryed.

| amneitheranti-businessoracommunistput amwary of conflictsof interest
thatarisewhenlegal entities(especiallywealthy corporationsananddo influ-
encethe passag®f laws thataffect the conditionsunderwhich they areallowed
to do business.| am particularly concernedvhenthe commoditybeing sold—
personatomputerandsoftware—cariterally beusedik earadiocollar, to track
individuals’movementsonthelnternet,or lik e thetelescreens Orwell’s 1984to
seeandheareverythingthatgoesonin aroom,withoutthe owner's knowledg or
permission Thisis notalarmism but technicalreality; anyonewhosecomputelis
attachedo awebcam,amicrophoneandthelnternetis vulnerableto clandestine
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suneillancewhile their computeris turnedon. | do not believe suchsnooping
currently occurs,but the infrastructureto implementit is in place. Other more
subtle,invasionsof privacy (someof themdescribedabove) arealreadyshipping
andbeingeagerlyboughtandinstalledby millions of peopleworldwide.

It is truethatanindividual cansimply decideneverto usea computer(or tele-
phonesglectricity, and runningwater), but realisticallyit is impossibleto avoid
computerusewithout cutting oneselfoff from the mainstreanof commerceand
sociallife. Asindividuals,we areincreasinglyfacedwith anunacceptablehoice:
To drop out of the cultural mainstreampor to compromiseour privagy. This is
not aninevitable resultof the marchof technology but is promotedby interests
thatwish (notnecessarilynaliciously)to controlindividual behaior in away that
would have seemedotalitarianin the 1940s.

Therearealternatves. TheFreeSoftwareFoundatiorhasdevelopeda professional-
quality PC operatingsystemcalled GNU (known to most peopleas “Linux”)
whosedistribution license,the GNU Genearl Public License(GPL for short)is
basedon the traditionalmodelof recipetrading: You cancopy, modify, anddis-
tribute recipesin arny way you seefit, solong asyou do not restrictthe rights of
othersto do the same.Someobjectto this enforcedcooperatrenessand prefer
OpenSoucelicensednsteadwhich guarante¢hateveryonecanreadandmodify
recipeso their own needshut limit thewaysrecipescanbedistributed.

If youuseapersonatomputemandareconcernedvith privacy anddemocray,
you have the right (andthe responsibility)to becomeinformed of technicaland
legal issueghat stemfrom the expensve applianceon your desktop.l hopethis
articleis usefulto you asa startingpointin anongoingprocesf self-education.

2 How Computers Work—An Analogy

A modernpersonalcomputeris a device that can store and processenormous
amountsof datarapidly and accurately The familiar tasksyou do with your
computer—sendingandreceving email, browsing the world-wide web, writing
and printing documents,doing your householdfinances,scanningand editing
photographidmagesand audio clips, and playing games—areabstractlynoth-
ing but creationand manipulationof data. Whenyou sendemail or browsethe
web, your computerexchangeglatawith othercomputers Whenyour computer
is connectedo thelnternet,it maybepossiblefor othercomputergo requestiata
from your machine.This capabilityof datasharingis a proverbialdouble-edged
sword; it makespossiblethe Global Village asimplementedoy the Internet,but
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bringstherisk of intrusionby individuals,corporationsandgovernmentsyhich
canresultin lossof privagy or evenidentity theft.

Running a Household

Theinternalworkingsof a computerarea little removed from everydayexperi-
ence,sowe will proceedoy analogywith the processf runningalarge, compli-
catedhousehold.The metaphoris imperfectand sometimesvhimsical, but you
will find thatmary thingsa computerdoeshave familiar analogues.

A computerconsistsof hardware: the case(really, the electronicsinside),
monitor, keyboard,andmouse.In the analogy the hardwareis the mansionoc-
cupiedby the household.An emptybuilding by itself is not muchuseasliving
space;you needfurniture and decorationgo make the spacepleasantand use-
ful, andyou needmary senantsto run the day-to-dayaffairs of the household.
Similarly, a “naked” computeiis little morethananexpensve paperweight.You
needto be ableto create,manipulate store,andretrieve datain orderthatyour
computerbe useful.

Theinstructionghattell acomputethow to run,andthatallow youto interact
with your computeraregenerallycalledsoftwae, andaregroupednto programs
which arespecializedunitsthat perform(usually)onespecifictask. The software
in a computeris analogougo senantswho helpyou, the headof the household,
runthingssmoothly Differentprogramsorrespondo differentkindsof senants;
therearemary senantsbecausehe households very largeandcomplicated.

Justasthe butler manageshe senantsin a large household.every modern
computethasonevery specialprogramthatmanagesll theotherprograms.This
programcalledthe opemating systenkernel or “kernel” for short,is thefirst pro-
gramto startwhenyou turn on your computeyandit handlesall the operationof
thecomputemntil you shutdown. Thekerneldoesnotreally keephouseall by it-
self; it comeswith ahostof specializedsenants(plumbersglectricianspuilders,
gardenersandlibrarians)calledsystemutilities thattogethemwith thekernelcom-
prisethe operating systemIn somehousehold¢suchasWindows or Macintosh),
you never have to give instructionsto the systemutilities directly; othersenants
passyourrequestso theoperatingsystem.Somehouseholdsllow youto address
theoperatingsystemdirectly; GNU/Linux andFreeBSDarethemostcommonPC
operatingsystemghatdo not shieldyou from the systemutilities.

We have sofar likeneda computetto ahousewhoseaffairsarerun by a butler;
the butler slavishly follows instructions put works very quickly, anddoesnottire
from repetitvetasks.Mostcomputershipwith anoperatingsystemnstalled.But
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likeastafedhousethathasnofurniture,acomputemith nothingbut anoperating
systemcando very little, thoughit is morenearly capableof communicatingn

alanguagéhumanscanspeakandunderstandThe senantsyou talk to regularly
are application programs roughly analogoudo secretariesaccountantsartists
and craftspeoplejesters,and possibly others. With their help, you can stock
the kitchen, bathroomlibrary, and gameroom, build your own furniture, hang
artwork, andgenerallymake thehousdivable. The physicalobjectsin yourhouse
areanalogougo thedataon your computer

Operating systems

Not all operatingsystemsare equal. The mostcommonPC operatingsystems
have two substantiatechnicaldravbacksandoneunfortunatdeature:

e Thehbutleris capableof handlingonly onetaskatatime; ratherthanallow-
ing thesenantsto go off andperformtheirtasksin theirowntime, returning
whenthey have finished—thebutler works sequentiallywith onesenantat
atime. In technicakterms theoperatingsystems notmulti-tasking In such
ahouseholdthebutler spendsnostof thetime waiting for othersenantsto
finishtheirtasks.

e Thesenantsdonotgo off to separateoomsto do theirwork; consequently
their taskssometimesrosspaths,aswhenthe cook setsdown a cauldron
of soupon the cleanlaundry waiting to be ironed. When this happens,
oneor both senantsget confusedand stopwhatthey weredoing, waiting
for furtherinstructions. If one of thesesenantshappengo be the butler,
the entire householdstops(the familiar “blue screenof death” or “bomb
icon”, dependingn the operatingsystem)requiringyou to “reboot”. The
soup,the partially cleanedsheetsandthe secretarys notesareall lost. In
technicalterms,the operatingsystemis not runningin protectedmemory
mode sodifferentprocessesanwrite ontoeachothers’addressspace This
is notabug, but adesigndecision

Sometimesenantsneedto talk to eachotherabouttheir respectre tasks;
in computeisciencethisis calledinterprocesscommunicationRatherthan
putting senantsin the sameroom, it is saferto putthemin differentrooms
andlet themspeakby intercom. A goodoperatingsystemhasintercoms,
oftencalledpipesandsodets



e Finally, asalreadymentionedthe senants’instructionscomein sealeden-
velopesthatyou areforbiddento readby law. You canonly trustthe com-
pary thatbuilt your houseto have providedinstructionsthatreally do what
they claim. The butler (or anothersenant) may be performingtasksthat
youdid notaskfor. We will returnto this possibilitylater, because¢hereare
severalmore-orlesssinisterwaysin which the butler canbe subverted.

In other words, the source codefor the software on a PC is not usually
available in human-readabléorm. Thereare two distinct movementsin
oppositionto this stateof affairs:

— The Free Software movement,which is built on the philosophythat
the programsyou run shouldbe yourswith specificrights, similar to
therightsthatprotectspeector yourright to traderecipeswith neigh-
bors. The intentis to make computeruse a neighborly actvity, in
which everyoneis ableto shareandimprove existing computerpro-
gramsfor the bettermenbf all.

— The Open Source movementwhosephilosophyis morepurely prag-
matic. Theidea(which works exceedinglywell in practice)is thatif
everyonecanreadandcheckthe sourcecodefor importantprograms,
thenerrorscanbefoundandrepairedjuickly, andotherimprovements
canbedistributedeasily

Neither movementforbids the selling of software, and both have shavn

themselesto be viable and efficient meansof creatingpowerful, useful
softwareof unparalleledquality. The plurality of websenersin useatthis
writing areFreeor OpenSource andrun on Freeor OpenSourceoperating
systemsBoth movementembody‘competition” in the bestsenseA pro-

gramis evaluatedby how well it doesits task,andhow usefulthe taskis,

not by meaninglessriteriaof popularityor superficialattractveness.

Application Programs

A computemprogramis createdby writing a detailedsetof instructionsfor a cer
taintask,thenusinga specialcomputemprogramcalleda compilerto translatehe
human-readablastructionsinto machine-readablenes. Evena simpletaskre-
quiresalengthysetof instructionspbecaus@ computercannotdo anythingunless
it is explicitly told to.



A cookingrecipeis a humananalogueof a computerprogram.But eventhe
simplestrecipeleaves out common-senseéetailsthat a computerrequires. For
example, considerthe recipefor brewed coffee: “For each6 oz. of water use
2 Tbsp.of groundcoffee” A humanwould know without askingto counthow
mary peopleareexpectedo wantcoffee,to searchthekitchenfor acoffeepotand
checkthatit is in working ordet to addthewaterandcoffeein the properplaces,
thento turn on the power andwait. A humancould alsodealwith contingencies:
Thereis no groundcoffee in the house,the carafeis cracled, thereis already
waterin theresenoir. A computerknows noneof thesethings,andmustbegiven
explicit instructionsfor every eventuality If a computemprogramfindsitselfin a
situationfor which it hasno instructions,it will simply stop. If the instructions
tell the computerto re-try a stepin the eventof failure,the machinewill futilely
try forever unlessold to stop.

When sereral programswork together the chancesf one programpassing
improperinformationto anotherprogrammultiply. Maybethereis anotherpro-
gramthatcountsthe numberof peopleathomeandpasseshis informationto the
coffee brewing program.If therearemary coffee non-drinkers,the programwill
causetoo muchcoffeeto bemade.Worse,if therearetoo mary peoplehome the
controlprogramwill overflow the coffee maker by trying to make morecupsthan
the carafecanhold. This could causefurthererrorsto occur suchasanelectrical
fire in thekitchen.

All but the simplestsoftwarehas“bugs”, unforeseercontingencie®r beha-
ior differentfrom whatthe programmeintended.Publically distributedsoftware
usuallydoesnot have obviousbugs,but maybeveritablyriddledwith subtle hid-
denbugs. Most of thesebugs are harmless but aswe shall seesomeof them
areastreacheroussfrayedelectricalwiring or defectve doorlocksin a high-
crime neighborhood.Software may also have arcane undocumentedfeatures”
thatrangefrom the quirky to thepotentiallysinister All you cando asauseris to
be carefulaboutthe programsun onyour computerlt is easierto “be careful” if
you useFreeSoftwareor OpenSourceSoftware. FreeandOpenSourceprograms
arenot bug-free,but their sourcecodeis continuallyandthoroughlyauditedby a
concerneccommunityof ablevolunteersandthe bugs—oncdound—aredocu-
mentedopenlyandclearly, andarefixed with extremerapidity. It is alsopossi-
ble to “be careful” with proprietarysoftware,but bugsareusuallynot publicized
openly norarethey fixedquickly. Further you musttrustthe softwarevendornot
to have ulterior motives. Computeroffer anunparalleledneansof collectingand
catalogingmarketing profilesof individuals. It is naive to believe thata software
vendorwho ownsa marketingageng will notuseits softwareproductso further
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its marketinggoals,regardlesof theimpacton individuals’ privagy.

3 Networking and the Inter net

Bugsaside,computersare so fastandreliable that we (asindividuals,andasa
society)rely onthemincreasinglyfor all mannerof informationmanagementn
particular more and more peopleconductfinancial and otherlegal transactions
overthe“Internet” andthe“world-wideweb”.

Justasinformationcanbe sentfrom onehouseto anothervia the postalser
vice, computersvorldwide arelinked by the Internet If your computeris con-
nectedto the Internet(usually througha modem),you can sharedatawith any
othercomputerthatis alsoconnectedo the Internet.This allows you to sendand
receve emailandbrowsetheweb,for example.

Whena packagearrivesat your house the butler recevesit andactsaccord-
ingly uponit, eitheropeningit immediately passingt to anotheouseholdser
vant, or putting it whereyou will find it andthenwaiting for instructionsfrom
you (aswith an email message)The postalanalogyis fairly good,but not per
fect, becauseherearecrucial differencedetweerdataandthe contentof postal
packages:

e First, data can be transmitted rapidly , almostarnywherein the world in
minutesor seconds.

e Second,data can be copied easily, while physicalobjectscannotbe. If
you sendyour sistera Venetianblown-glassvase,you cannotkeepa copy
for yourself. If the vasewere,instead digital data,you could senda copy
to asmary peopleasyouwanted,asmary timesasyouwanted.You could
malke a sparecopy for safeleeping,in casethe catknockedthe original off
themantel;this is known asbading up data.

e Third, data may contain instructions that will be performedwhen the
packageis receved. The butler doesnot consultyou on eachindividual
package(there may be thousandsof packagegper hour arriving at your
house),so often theseinstructionsare followed without your direct inter-
vention.

In anidealworld, all of theseattributesof dataarebeneficial. You canshare
your dataquickly andasmuchasyou like without losing it yourself. You can
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emailfamily photogto friendswithouttheoriginalsleaving your possessionShar
ing recipeds apre-computeexampleof dataexchangenomatterhow mary peo-
ple you give your recipesto, you do notlosethe original. The copiescanbeused
to make more copies,all identicalto the original. (By contrast,the ingredients
usedin arecipecannotbe duplicatedandsharedjf you give a neighbora cup of
sugaryou have onecuplesssugaryourself.) In the form of instructionsdatacan
bealaborsaring device, allowing you to automatdengthyor tedioustasks(such
asalphabetizinga long list of namesor balancingthe householdoudgetwith a
spreadsheet)With an Internetconnectionyou cantelecommuteworking with-
out physically going to your office, even printing documentsemotelyfor your
co-workers. Theseare corvenienceghatwe increasinglytake for granted.Each
of thethreepropertiesof datais a fundamentatlifferencebetweerphysicalcom-
moditiesandinformation, and eachplays a partin the power and utility of the
computer

It doesnot requiremuchimaginationto seethatthesepropertiesof datacarry
risks. Your householdsenantsare permittedto performary actionsrequested
(cleaning,moving furniture, cooking, taking out the garbage) put are slavishly
obedientandby default childishly trusting. If a strangersendsa packageasking
thebutlerto chopthe Hepplavhiteinto kindling andstuff thepiecesanto thetoilet,
thebutler will do asaskedunlessyou have cautionedhe butlerto ignoredestruc-
tive requestgrom strangersThe outcomewould be damagingn a differentway
if the butler honoreda requesto duplicateandmail off a copy of your financial
records,including your bank account,credit card, and social securitynumbers.
The speedandtransmissabilityof datameanthat sucha requestcanbe initiated
half a world away, andbe honoredin a very shorttime, perhapsundera minute,
withoutyour beingthewiser. Naturally, youwantto protectyourselfagainsdam-
ageto thepossessionis your house andto controlthedivulging of your personal
data. Unfortunately it is not simpleto achieve thesegoals,shortof refusingall
packageswhichis tantamounto disconnecting/ourselffrom the Internet.

Real-Life Attacks

Anyone who follows the nightly news has heardstoriesof computerexploits.
Many homeusershave beenpersonallyaffected, perhapsunknavingly. These
attacksrangefrom cruelly ironic to merelycruel. To avoid beingthe victim, you
needto know how the attackswork, how to secureyourselfandyour computer
from vulnerability, andhow to detectsignsof anattack.
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Email Worms

In the realworld, wherepeoplewith less-than-honorabl@tentionsreside,con-
nectingyour computerto the Internetis arisk. Imaginea world, very muchlike
our own, in which 90% of the populationlivesin housesuilt from the sameset
of blueprints,andemploying the samesenantswho performthe sametasks.One
morning, a packagearrives at your house;becauset is an email messagethe
butler putsit into your inbox. You seethatit is from afriend, andis labelled“A
specialgift for you”, soyou tell the butler to go aheadand openit. Insidethe
packagethe butler finds the message;Go to the desk,find the addressookin
thetop left draver, andcopy thefirst fifty names.Make fifty copiesof this pack-
age,andsendthemto thosefifty people.Thengo throughall the picturebooksin
thelibrary andwrite ‘I loveyou’ in permanentedmarkeroneachpage’. Thebut-
ler, whoroboticallyfollows directions trashes/our library andsendgshe package
(technically a worm) to fifty of your friends, very likely trashingtheir libraries
andcausingeachof their butlersdutifully to copy the packagdifty times,spread-
ing thejoy to 2500people whosebutlersunwittingly attackyet morepeople.The
entireprocessfrom your telling the butler to openthe packageo the destruction
of your books, takes a few secondsat most. Theremay be a delay until your
friendsopenthe specialgift, but afterperhapsalf a daythe postalservicewill be
in dangerof collapsefrom the sheenvolumeof mail, andmillions of peoplewill
beleft angryandviolated. Luckily, your housecanbereluilt in its original condi-
tion in aboutanhour, thoughary personatouchesyou addedmaybedamagear
lost, especiallyif you did not make sparecopiesof all your photoalbumsbefore
theattack.

Of course,suchan attackdid happenandcostpeopleworldwide uncounted
hoursof cleanupandrepair The attackoriginatedin a country with no laws
againstemail worms, andtherewaslittle evidencetying the releaseto an indi-
vidual, so prosecutionwas essentiallyimpossible. The prime suspecftclaimed,
probablytruthfully, to have beentrying to steala few users’passwrds, not to
bring down email seners and damagemillions of users’computerdataworld-
wide. Why did suchan attackwork? Onereasonis that so mary houseswere
setup the same,so it waseasyto give the genericbutler simple instructionsto
carry out the attack. Secondjn the vulnerablehousesthe butler wasallowedto
follow instructionsfrom postalpackageswithout askingfor confirmation.Sadly
thiswasthe defaultbehaior writteninto thebutler’'s contractwhenthe housewas
built, andthe owner eitherdidn’t know the dangeror felt the corveniencewas
worththerisk.
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The eventwasreminiscenof a child playing with matchesvho accidentally
burnsdown alargepartof acity. Of coursethechild shouldnothave beenplaying
with matchesput hadgoodfire-fighting infrastructurebeenin placethe damage
would have beenfar less. Thereis no safeway to run a programof unknavn
origin, andit is arguably negligent of a vendorto ship email softwarethatis by
defaultconfiguredo runprogramgecevedin amail messageRatherthanlaying
blame,it is betterto secureyour own computersothatit is lessvulnerableto email
attacks.

Non-Windows usersshouldnot feel superiorto thoseaffectedby the“l love
you” worm. In 1988,a similar event, perpetratedy a computersciencegraduate
studentnamedRobertMorris, crashedhundredsf Unix andVMS mainframes.
Theproblemwasabugin thedefactostandardanail handlingprogramsendnai | ,
thatagainalloweda pieceof softwareto duplicateandsenditself automatically

Virus Hoaxes

A curioussocial phenomenorasemegedthatillustratesthe dangerof having
only alittle knowledge. Most homecomputerusersare awarethat “viruses” ex-
ist, but few know how real exploits work, wherethey comefrom, or how news
of themis officially distributedduring an actualevent. Severaltimesa yeat |
receve dire-soundingemail claiming to reveal a newly-discoveredvirus. There
arealwaysvaguereferencego authoritatve sourceqIBM, Microsoft, Intel, and
thetelevision networks),andinstructionson avoiding thevirus, which usuallyar
rivesin an email messagevith a distinctive subjectline. Thesemessagesome
from friends,anduniformly implore me to forward the importantwarningon to
everyonel know.

Without exception,the warningis a hoax. Ironically, the warningitself is a
worm,whosepurposaen life is to clog Internetconnectionandemailsenerswith
bogusmessageslheactof passinghewarningon spreadsheworm, lessrapidly
but justassurelyasallowing anemailprogramto run executablecodein anemail
messagenight. Theirony is thatusers’concernfor otherusers(combinedwith
ignoranceanda bit of credulity) causegshemto perpetratehe very actthey are
trying to prevent.

Human-propagatedormsareusuallynothingbut anng/ancesbut recentones
candamageyour operatingsystem. In May, 2001, 1 receved a messagdo the
effect that a nastyvirus wasspreadingandwould install itself on the harddrive
undera certainname. If not deletedimmediately this virus would erupton a
certaindatein the nearfuture, erasingall thedataon the harddrive. In reality, the
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nameof the “virus” referredto areal (but obscure)Windows 98 systemfile. At

leastsomepeoplewho receved the warningdutifully deletedthefile; the bogus
messageorrectly advisedthat Windows would try to stop the deletion of the
offendingfile, but thatone shouldcontinuearyway. Luckily, thefile waseasily
restoredfrom the installationdisk, so the outcomewas little more than public
embarrassment—thtsne.

In responseo the Morris InternetWorm of 1988,the U.S. Governments De-
fenseAdvancedResearchProjectsAgeng/ formedthe “computeremegeng re-
sponsdeam”. The organizationnow calledCERT/CC (CERT CoordinationCen-
ter), is housedat Carngjie-Mellon University in Pennsylania. Their web URL
is in AppendixB. (CERT is atrademarknot anacrorym.) All majorcomputer
exploitsareofficially announce@nddocumentedy CERT/CC. If anexploit does
not appearon the CERT/CC web site, thereis a very good chancethe “exploit”
is a hoax. Do not forward “virus warnings”without checkingtheir authenticity
regardlessof how muchyou trust the sincerity of the friend who sentyou the
warning.

RemoteOwn3rship

You arein a chatroom; a newcomerentersand puts someenticing offer on the
screen,available from a web URL. (If the chatroom is for children or teens,
the offer may be for a cool prize relatedto a nev movie. In anadultroom, the
link might promiseunsaory video pleasurespr offer a fantasticdeal “as seen
on TV”.) You, or your child, click the link, andaretakento a pagethat seems
to deliver on the promise.However, you have unwittingly donesomethingisky;
a web URL causeddatato be sentto your computer andin most popularPC
operatingsystemsyour butler'sdefaultbehaior (if thedatacontainanstructions)
is to regardyour clicking thelink aspermissiorto follow theinstructionsthatare
receved. Unbeknavnstto you, your butler recevesa packagehatsays,‘Put this
receverin your ear Be surenotto let anyoneknow you've gotit. Any time you
hearsomethingthroughthe recever, do it but act naturallike you're just going
aboutyourbusinessDestrg thismessageanddon't tell anyoneyou recevedit.”
Your butler, whois nave andobedientcompliesto theletter.

The worst, mostviolating computerattackis whensomeonegainscomplete
control of your machinewithout your knowledge. Uniquely computefish at-
tributesmake suchattackgpossible andusers’desirefor cornveniencanakesthem
increasinglywidespread.The detailsdiffer, but the resultis the same:Your but-
ler endsup obeying ordersfrom athird party without your permissionandoften
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without your knowledge.In systemcracler lingo, your machinehasbeen0wn3d.

As longasyour machines connectedo thelnternet,theattacler cando anything
with your computethatcanbeachievedby softwarealone.Theattacler canview

your keystrokes,capturingyour passverds;copy or deleteyour data,anduseyour
machineasa storageadepotfor stolenprogramspr asa springboardo attackother
computersturnonyourwebcamandstreanmtheoutputto aremotemachine cap-
turing videoof therealroomin whichyour computeisits. Hangingup themodem
or rebootinghave no lastingeffect; the next time you connecto theInternet,your
butler will sendthe attacler amessagesayinghow to reachthe house.Currently
thesehijinks appealmostly to voyeursandmaladjusted/ouths,but identity theft
is areal possibility if you keepfinancialrecordson your computer Obviously, it

canbeverydifficult to determindf your machinehasbeenattacled,preciselybe-
causeagoodattaclerwill forceyourcomputetto lie to youaboutits own internal
state.

The Windows family of homeoperatingsystemdacilitatestheseattacksby
permittingyour computerto run invisible processesprogramsthat do not make
their presencé&nown to you, theuser Further therearemary waysto trick either
the butler or you into giving the attacler a foot in the door The GNU/Linux
operatingsystemis oftenvulnerablein the default configuration but for different
reasonsWe will explorethisissuein detail later For now, suffice it to saythat
the operatingsystemofferslimited accesgo the computer(which canbe a good
thing), andcanbetrickedinto offering completeaccesga very badthing). Most
GNUJ/Linux usersdo notknow how to give restrictive instructionsto the senants
to repeltheseattacksnor do they know how to detectsignsof anexploit.

Freedomand the Inter net

Many powerful legal entities (mostly software and mediacorporations)seethe
Internetasa potentialMarketers’Paradiseandthey areabsolutelycorrect. Com-
puterscanautomaticallytabulate, organize, andtransmitdataaboutwhereusers
have beenon the web andwhat they have doneat individual sites. If you enter
someseeminglynon-identifying dataat one web site, it canbe meiged with a
compositeprofile of you whenyou go to anothersite. How? First, distinct sites
may have the sameparentcompaly, or may otherwisehave a legal agreemento

sharemarketing data. Secondyour web browsermustidentify itself to the web
sitesyouvisit, for how elsearethewebpagedo arrive atyourcomputer?Third, in

orderto “personalize’your browsingexperiencemary websitesputsmallpieces
of identifying data,calledcookies onyour harddrive asyou browse. Thesecook-
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ies identify your specificcomputerto the web site if you leave andreturn. You
candisablecookies,or tell your browserto notify you eachtime it is offereda
cookie,but you mightaswell forgetaboutwebbrowsingif youdo. Try it andsee
why if you're curious. Again, this is not a technologicahecessitybut a fact of
life dictatedby marketinginterests.About the bestyou cando is to deleteyour
cookiesperiodically and certainly after eachbrowsing session.You'll find that
websitesarenot asfriendly or personalizedvhenyoufirst arrive, but that's what
you'd expect. And of courseyou cant uncollectall the informationthat’s been
accumulatedrom pastbrowsing, becausehereis no disclosureof who storeshe
data,whatdatais stored,or who mayaccesshedata.

Oneof the greatesstrengthof the Internetis its lack of global organization.
The Internetis a powerful mediumof communicationbecauseso mary people
have accesdo it, and canpublishtheir views for all to consider Not everyone
canbroadcastheir own radio programor television shaw, or publishtheir own
mass-distribtion newspaperr magazineput anyonewith accesgo a computer
cansetup andmaintaina web site. Attemptsto regulatethe contentof Internet
traffic arecertainto benefitthe alreadywealthyandpowerful, andto maginalize
thosewith views (evenjust, rationalviews) that happerto be unpopular On the
flip side,it is asadfactof life thattherearemalignpeoplein the world. Someof
thesepeopletwist FreeSpeecho theirown endsby promotinghateandprejudice,
adwocatingviolence,or simply by distortingor fabricatingthe truth. Othersuse
their freedomto attackothers,eitherfor mischief(suchasvandals)or for profit
(huckstersandthieves).

A strongdemocrag dependson the ability of the averagecitizen to evalu-
ateideasthey encounterandto filter out uncomfortabletruths from flim-flam,
propaganddies,andhate-mongeringWhenlnternetcontents regulatedoy gov-
ernmentgqor voluntarily, by InternetServiceProviders), it is a sadday for civil
liberties. One cantake only smallcomfortin the internationalnatureof the In-
ternet,which actsin oppositionto attemptgo legislatethe Internetby individual
countries.Thelaw hasnotyetcaughtup with technologyregardingjurisdictionof
actionson the Internet;an Australianattacler canbreakinto an Americancom-
puter by usingan accounton a machinein the Netherlands.(In reality, attacks
are oftenfar more convoluted.) If two of the countriesinvolved do not have an
appropriatdreaty or if theirlawsarein directconflict, prosecutiormaybelegally
impossible.

| believe thereis no legal solutionto the essentiallysocialproblemof malign
humamature andthatattemptdo legislatebehaior onthelnternetaredangerous
to individuals’ freedoms.Consequentlyl believeit is theright andresponsibility
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of eachpersonusingthe Internetto be awareof the risks andto take appropriate
stepsto protectthemselesandtheir data. The Internetmay be a frontier society
(with all the goodandbadaspectentailedby benignanarchy)but peoplewill-
ing to becomeinformed candefendthemselesagainstindividual attaclers. By
contrastno oneis safefrom aninstitutionalizednformationpolice,beit govern-
mentalor corporate.

Regardlesof whatis or is notlegal ontheInternet,therewill alwaysberisks
associatedvith computernetworking, becausdhe natureof computersandthe
compleity of their softwaremakesthemvulnerableto remotesubversionby ma-
licious attaclers. Securityis a technicalandsocial problem,and cannotbe leg-
islated away by restricting Internetcontent. While you cannotdo much about
malignhumannature,you canavoid mary technologicabitfalls, andsetup your
computerin away thatis difficult to subvert.

The structur e of the Inter net

Thelnternetis a network of computerdocatedin countrieshroughoutheworld.

Any two computersconnectedo the Internetcan communicateby exchanging
datawith eachother To give a morefamiliar analogy think of the Internetasthe
postalservice,andof individual personatomputersashouses.Sharinginforma-
tion betweencomputerds roughly akin to sendinga packagdrom onehouseto

another;indeed,the units of informationon the Internetarecalledpadetd The
postalanalogyis not perfect,andwe will successiely refineit aswe go, but for

now it will do.

Whenyou senda packageo a friend in anothercountry you do not needto
know the detailsof how the packagewill be transportedyou simply write your
friend’saddres®ntheboxandtaketheboxto thepostoffice. Exchangef dataon
the Internetis, to the user similar; eachpaclet of datahasa destinationaddress
that getsthe paclet to the propercomputer The paclet also carriesa source
address(analogoudo the returnaddresson a package)so that any datasentin
reply to the paclket canbereturnedo you.

The Internetis abstractlylaid out muchlik e a systemof roadsandhighways.
Thereareafew broadhighwaysthatconnectarge, distantpoints. Branchingoff
from the highways are streetsof varying size; a single streetmight connectthe
backboneto a few large universities,businessesor clustersof Internetservice
providers. Connectedo the streetsare multitudesof alleys that arefinally con-
nectedo thedrivewaysof individual housesEachbranchpoint (or “post office”)
is a computercalled a router, the router that connectsyour sub-netvork to the
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Internetis sometimescalledyour gatevay, andactsasyour local postoffice, to
which you take packageso be mailedandwhereyoureceve replies.

TheInternethasanenormousiumberof connectionstik e roads,connections
on the Internetcarry varyingamountsof traffic (dependingon their location,the
time, andtheday of theweek),which cancausethe speedf transmissiorio slow
down noticeably Unlike roads theseconnection€omeandgo, asmachinesstart
up or shutdown. A routeractsin partlike atraffic helicopter attemptingto send
datathroughconnectionghatarerelatively unburdened.

Two computerson the Internetcantypically exchangedataby a pathpassing
throughno morethantwo dozenintermediateouters.Implicit in this assertions
asoberinghought:All thedatayou sendoverthe Internetpasseshroughserveral
machineson the way to its destinationthe sole exceptionis traffic betweenyou
andyour gatevay, or betweeryouandyourISP’s dial-in sener. You have nocon-
trol over who canreadthe datain transit;the dangelis not thatthe postalservice
will snoop,but thatthe postalservicehasbeenwiretappedoy anattacler. Home
computersare not the only machinesvulnerableto being0wn3d, and programs
callednetworksniffers exist thatrun on routers,scanningall thetraffic thatpasses
through,usuallysifting for passwerdsandcreditcardnumbers.

The behaior of the Internetis local and cooperatie. Traffic is routedover
thelnternet‘dynamically”: You specifywherea pacletis to be sent,but the path
the dataactuallyfollows dependson the existing connectionsandthe amountof
traffic duringtheactualtrip. A singlemessagés usuallybrokeninto piecesby the
senderandthe piecesof a singlemessagevill oftentake differentpathsto their
destination.

Considethow arealpostalpackageyetsdelivered:Youtake the packageo the
postoffice. The clerk doesnot know the locationof your friend’s house(or even
how to getthe packageo your friend’s country),but doesknow wherethe city’s
main postoffice is. At the mainbranch,the clerk seeshatthe destinations not
within the city, andsendsthe packageup to a higherlevel. At lastyour package
arrivesat a nationaldepotwhereall mail to Switzerlandgoes.Oncethe package
arrivesin Switzerland,the Swisspostsendsit to the appropriatecity post,who
passt to aneighborhooaffice,andfinally thepackages deliveredto your friend
by herneighborhoodnail carrier The processs remarkablebecauset doesnot
requireary onepostoffice to know everythingaboutthe entirepostalsystem put
only aboutits immediateneighborg(in the postalsystemhierarchy). Routing of
Internettraffic is similar, asit mustbe, becauseno centralentity canmaintaina
list of computersattachedo the Internetata givenmoment.

MostInternettraffic is routedusingtheDomainNameSystem(DNS),aglobal,
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distributed,dynamicallyupdateddatabaseThe adjectvessimply meanthat“the
list” of all computerson the Internetis scatterecamongcomputersworldwide,
andis updatedn realtime ascomputerscomeonline or shutdown. Unlessyou
run GNU/Linux or FreeBSDon your PC,you will probablynever needto know
moreaboutDNS.

The Internetwasdesignedasan ervironmentwhereuserswere cooperating,
responsiblecademicendgovernmentscientists.The protocolson which the In-
ternetrunswere not designedor security andthe programsthat computersuse
to communicatewnere not designedo prevent dishonestuse. Not until the ex-
plosionin popularitydueto theinventionsof hypertext, multimediacontent,and
webbrowsersdid the Internetbecomea public arena.As morepersonainforma-
tion (medicalandcreditinformation, purchasingatternsandbrowsinghabits)is
storedandtransmitted andasmore businesds conductecelectronically the in-
formationflowing throughpotentiallyinsecurechannelvecome®f greatewvalue
to huckstersthieves,voyeurs,andmass-mar&ters.

4 Security

In orderto understandvhichrisks areandarenot within your control,you must
first know what generalrisks are. Whenyou mail a package you assumdam-
plicitly thatthe packagewill notbe openedexceptby theintendedrecipient(and
customsagents). The contentsof a packageyou sendare private, and tamper
ing is easilydetected.A datapaclet, by contrast,s justly likenedto a postcard,;
arnyonewho handlesthe paclet canreadit—even make a photographiccopy of
it—without your knowing. Preventingothersfrom readingyour datawhile it isin
transitis the broadareaof networksecurity

Individual computerswvhich addresson the InternetarecalledInternethosts
Protectingthe datain your own computers the purvey of hostsecurity Several
peoplemay have physicalaccesdo your computey andthereare goodreasons
why you'd wantto keepdifferentusers’dataseparatend private. Host security
is alsoan issuebecause computercanreply to requestdrom strangerson re-
mote machinesandis childlike in its navete of who it trusts,unlessyou tell it
otherwise.
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Encryption

Duringwartime ,whenmessagesustbekeptfrom enemyhandsduringtransmis-
sion,thecontentof amessagés encryptedor corvertedinto aform thatcannotoe
readunlessonehasa secretpieceof informationpossessednly by theintended
recipient.In thesameway, you canprotectyour dataasit travelsoverthelnternet
by encryptingit, providedthereis a softwareinfrastructurein place. Thereis no
otherway of protectingtransmitteddata,becausef the way the Internetworks:
Unlessyou setup a private network, your datawill travel throughmachineghat
arenotunderyour control.

Recentversionsof Netscapeand InternetExplorer supportfairly strongen-
cryption, thoughnot all sitesoffer encryptedbrowsing. Most web sites’ URLS
beginhttp://. A sitewhosenamestartsht t ps:// is encryptedthe“s” stands
for “secure”. It is a badideato purchasegoodsor servicesfrom a site thatdoes
not encryptthe transaction.t is not necessarilysafeto purchasegoodsand ser
vicesfrom encryptedsited As you will easily surmise,the hostsecurityof the
machinestoring your personaldatais crucially importantto you, andis some-
thing over which you have no control. Email canalsobe encryptedput becomes
substantialljesseasyto use.Eachindividual mustcurrentlyweightheirconcern
for privacy with theaddedoburdenof encryptinganddecryptingemail.

In the cryptographyworld, transactionsare describedoetweenhypothetical
participantsAlice andBob. TheirnemesisCharlie,is theevil man-in-the-middle
whois trying to eavesdrop.

Themostcommontypeof encryptionin usetodayis calledpublic key encryp-
tion. Public key encryptiondoesnot refer to a single methodof encodingdata,
but to a whole classof algorithmsthat sharethe following description.Using a
computemprogram Alice andBob eachgeneratawo piecesof information,their
public key andtheir private key. As the namessuggestthe public key may be
freely distributed,while the privatekey mustbe known only to theuser In order
to communicatesecurely Alice andBob musteachpossesshreekeys: Alice has
herprivatekey, andbothherandBob’s public keys, while Bob hashis privatekey
andbothpublic keys.

Supposeilice wantsto senda messageéo Bob. After writing thetext of her
messagesheusesa computemprogramtogetherwith Bob'’s public key to convert
thetext of hermessageto seeminggibberish.ShethenemailsBobtheencrypted
messageBob recevesthe gibberishfrom Alice, but armedwith a computerpro-
gramandhis privatekey, heis ableto recoverthetext of Alice’smessageCharlie
may interceptAlice’s messagehut without Bob’s privatekey Charliecannot(in
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practice)recover the encryptedext. (In principle, Charliecancrackthe encryp-
tion, but it maytake thousand®f yearsandall theworld’s computingpower.)

Thereis an additionalwrinkle, though,becausdéhe addresof the senderis
easilyforgedin an email message Alice canbe certainthat only Bob canread
her messagebut how is Bob to be certainthat the messagéhe receved really
camefrom Alice? To authenticateherselfto Bob, Alice mustsomehav encode
her messagen a way that only sheis capableof. Using her private key, Alice
encryptsa shortmessag@andappendst to heroriginal messagashersignature,
thensheusesBob’s public key to encodethe messageNow, whenBob decrypts
Alice’s messagethereis somegibberishat the end. To checkthatthe message
really is from Alice, Bob attemptsto decodethe gibberishwith Alice’s public
key. If the attemptis successfulBob can be certainthat Alice encoded(and
presumablysent)the messageOtherwise Bob suspects forgery.

Thebeautyof public key encryptionis thatsecretdataneednever betransmit-
tedbetweerAlice andBob; beforesendingorivatemessagesheonly information
they needexchangearetheir publickeys. Thesecurityof themethoddepend®nly
ontheintegrity of their private keys; eventhe detailsof the encryptionprocedure
canbepublicized! Thesubstantiatiravbackof publickey encryptionis thatemail
programslo noteasilysupportit; Alice mustsignandencryptby handevery mes-
sageshesendgo Bob, andBob mustdecryptandauthenticatevery messagde
recevesfrom Alice.

TheU.S.Governmenbpposegienerakncryptionunderthe beliefthatterror
istsandinternationalcriminalswill useit to communicaten secret;until thefall
of 1998,the “RSA algorithm” for public key encryptionwas considereca mili-
tary weaponby the StateDepartmentandwasprohibitedfrom export. The FBI
reluctantlysupportscitizens’right to encryptdata,but hasproposeda key escow
system,in which everyoneregisterstheir private key with a neutralthird party.
Thatway, in theory individualscansendprivateemail, but law enforcemenbf-
ficersarmedwith a court ordercanobtaina suspecs private key andtherefore
readthesuspecst email,justasthey cantapasuspecstelephoneThereareseri-
ousprivacy issuesandlogisticaldifficultieswith key escrav. How exactly arethe
keys to be stored,whatsortof clearancevould be requiredto have accesgo the
key databaseandhow arekeysto betransferredo “authorizedlaw enforcement
officials™? If the keys resideon a machineconnectedo thelnternet,they aresus-
ceptibleto beingstolen,like any otherdata. But how elseis the nationwidekey
databas¢o bemaintained?
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Firewalls

A firewall is aprogramthatcontrolsthetraffic thatflows betweerthe Internetand
your computer(s)In our householdanalogy afirewall is a senantthe butler con-
sultswhenerer a packagearrivesfrom theInternet.In “mission-critical” settings,
anentiremachineis oftendedicatedo the purposeandtheterm“firewall” refers
to the entiremachine.Therearetwo general‘policies” afirewall canfollow: Al-
low everythingthatis not expresslyforbidden(easiero setup, but lesssafe),or
rejecteverythingthatis not expresslypermitted(requiresmoretweakingat first,
but far saferin the long run). To explain how a firewall works, it is necessaryo
saymoreaboutnetworking.

Clients and Servers

Mostcomputetinteractionsvork onaclient-servemodel Onemachineéhassome
usefulinformation (perhapgdataor multimediafiles) or accesgo hardware (say
a printer, or to the computeritself); the other machinewantsa copy of the in-
formation, or accesgo the hardware. For example,considera databasea large
collectionof informationthat canbe organizedandgroupedaccordingto several
criteria. The actualdataresidesin afile (or severalfiles) on the first computer
whichrunsaprogramcalleda databaseserver Thedatabassenerwaitsfor cer
tain typesof packagedo arrive, namelythosethat requestinformationfrom the
databaseWhenarequesiarrives,the sener programdetermineghatthe request
camefrom anauthorizeccomputeythenrepliesto therequestusuallyby sending
apackageontainingtherequestediata.

At the otherendof thetransactions a computerbeingusedby a persornwho
wantsinformationfrom thedatabaseOnthis computerunsa programgtheclient,
that sendsappropriatelyformed requestdor datato the sener. If you arelike
most users,the client is the databaseyou askit for information, and the data
magicallyappear®n your screen Behindthe sceneshowever, is a slightly more
complicatedpicture. You maybeaccustometb speakingf a particularcomputer
asa“server”; in mary organizationsseveral kinds of servicearehhandledby the
samecomputer andthe only reasonthe averageuserinteractswith the machine
is asaclient. However, it is moreaccurateo separatéhe physicalhardwarefrom
theprogramgunningonit. A singlemachinecanbea clientfor oneprocessand
asener for another In fact, every computeris a sener for its own display;your
computermmonitor is a hardwareresourceanda remotecomputerhasto askfor
permissiorbeforeit candrav onyour screen.
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Negotiatinga Network Connection

Datais sentoverthelnternetin relatively shortpiecesanalogouso smallshipping
boxes. Theamountof datain atypical requesis muchtoo largeto be shippedn
onepiece. If you usea web browser(a type of client, by the way) to download
aweb page,even a single web pagemay requiredozensof paclets. The sener
mustthereforedivide the pageinto chunks,andyour computemmustre-assemble
thesechunksbeforethe pagecanbedisplayed.

The meansby which computersarrangeto sharedatais a little involved, but
elegant. Whentwo computersvantto “speak”, they needto verify thatthey are
speakingo whomthey think. Theusualprocedurecalledathree-wayhandshak,
authenticatesachcomputetto theother Theclientinitiatesatransactiorby send-
ing ashortpacletto thesener;thepacletsays,| wantto initiate communication.
My sequenc@&umberis 36451 (The numberis chosenby the butler. The more
randomthe number the betterfor security) The sener recevesthis paclet and
sendsamessagé€i acknavledgereceving your synchronizatiomequestandthe
next paclet | expectto receve is 36452. My sequenceaumberis 9127 Thein-
crementedequencaumberprovesthatthe sener really did receve the original
requestFinally, theclientauthenticategself to thesenerby saying,‘l expectto
receve paclket 913 from you. Hereis the informationl want...”. At this point,
thetwo computerdhave established connectionandeachknows exactly where
in the corversationit is.

Connectionestablishedthe sener splits the information into piecessmall
enoughto be transmittedover the Internet. If the reply is split into 156 pack-
ets,the sener startssendingdatanumbered;Pagel of 156” andsoforth. Your
machinenow knows to expect156 pacletsin reply. Eachtime your machinere-
ceivesa paclet, it sendsanacknavledgemento the sener. It doesnot matterif
the pacletsarrive out of order becausehey arenumbered(Becausehe Internet
routestraffic dynamically thereis a good chancethe pacletswill not arrive in
sequentiabrder) If the sener hasnot recevedacknavledgemenof receiptof a
pacletafteradeceninterval, it sendghe pacletagain.Onceall 156 pacletshave
beentransmittedsuccessfullythe connectiorterminates.

The procedureoutlinedhereis calledthe transmissiorcontrol protocol TCP
Email, webbrowsing,file anddatabaseaccessandremotelogin sessionsrecon-
ductedvia TCP. Thecompletetechnicaldetailscanbefoundatht t p: / / www. f ags. org/ rfcs/ rfc761. ht
if you're curious.
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Port Numbers

As alreadysuggesteda single computercan act simultaneouslyas a sener in
mary capacities.Whenarequesicomesin, how doesthe computerknow which
programshouldreceve the request? The answeris that differentkinds of ser
vice are associatedvith an addressanalogougo an apartmennumberor room
number Therearedozensof commonservicesbut thereare plenty of available
numbers,soit is no problemto assigneachtype of servicea differentnumber
The “apartmentnumber”is technicallyknown as a port number and common
network servicesareboundto port numbers.For example,web pagerequestgo
to port80, requestso locatetheaddres®f ahostnamdsomethindik e “directory
information”for thelnternet)goto port53, file transferequestarrive onport21,
andwhenaWindows computetboots,it askson port 137 for anaddress.

Recallthatatthestartof apacletareadestinatioraddressndasourceaddress
thattell thelnternetwherethepacket camefrom andwhereit is going. In addition
to the destinationaddressa paclet hasa source port numberthattells the butler
whatremoteprogramsentthe paclket, anda destinationport numberthattells the
butlertheprogramfor whichthepacletis intended.Thebutlerseeghedestination
portnumberandhandshe pacletto theappropriatesenant,er, serer. You might
think of thefoyer of your househaving severalmail slots;not all the slotswill be
in use,but eachsener hasits own mail slot.

Port Scanning

If you were a burglar, you would casea neighborhood|ooking for houseshat
are easyto breakinto, testingdoorlocks, telephoningo seeif aryoneis home.
The network analogueis a port scanner a programthat sendspacletsto every
allowable port at a given addressand examinesthe replies. On the basisof the
returnedinformation,the scannedeterminesnformationaboutthe host,suchas
its operatingsystemandal list of senerswaiting for incomingrequests.

It is easyto portscannot just a single addressput hundredsof hostswho
areon the samestreet(in the sameaddressblock). Thereare programsthat do
this automaticallyandwhich sortandtakulatethe datathey receve accordingto
your systemresourcesand vulnerabilities. If you think no onewill notice that
your print sharingis turnedon, or that you’re running a vulnerablefile sener,
you're mistalen. Expectto be portscannedboutonceanhourall thetimeyou're
connectedo the Internet. Becausescanscan be run from arywhere,they are
equallylikely to occuratary time of the nightor day.
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For obviousreasonsit is impolite to port scanmachinesat random,but it is
notillegal in the United States. It is forbiddenby mary ISPs,but enforcement
is lax. Evenif scanningwereillegal, preventionand enforcementire impossi-
ble. Attackerstypically scanblocksof addressefom stolencomputeraccounts,
andthe electronictrail oftenleadsbackto a countrywith no laws againstsystem
cracking.All you cando is to ensureyour machinegivesaway little information
to a portscanner

Effective port scannersarewidely available, but far from wishing they were
illegalyoushouldembracehemasavaluabletool: By runningaportscanonyour
own machineyou canfind probableentry pointsfor intruders,andclosethemup.
A portscanis oftenthe easiestvay to determinaf a machinehasbeenattacled;
ary unauthorizeaserviceqsuchasthe login sener that givesan attacler remote
accesgo your machine)will shav upin a portscangvenif the operatingsystem
claimsnothingis runningontheport. Think of aportscanneasanexternalTiger
Teamauditorwho cantell youwhat’s really goingon with the senants.

Statelessand Stateful Fir ewalls

A firewall is a sortof door guardor mail censor The firewall examinesthe ad-
dressinformationandport numbersof eachpaclet, andactson instructionsyou
give. Thefirewall canallow pacletsto passsilently, sendthemthroughbut posta
cautionarynotein alog file, dropthemin thetrashwithoutaword, or mary other
things. For example,somesourceaddressesre, like 1234 Main St., Anytown
USA, obviously bogus;you would probablytell your firewall to throw away arny
paclet claimingto comefrom suchanaddress.

Thesimplestkind of firewall determineghe fateof a paclet solelyontheba-
sisof informationin the paclet. In orderto block incomingrequestso useyour
printer, you could have your firewall block ary pacletsthat containa synchro-
nizationrequest.Sucha firewall is saidto be statelessit hasno memoryof an
existing transactionandmakesdecisiongaclet by paclet. TheLinux 2.2 kernel
utility i pchai ns offersonly statelesgirewalling.

Stateles$irewallswork well for homeuse but arealittle gullible. Theaddress
and port informationin a network paclet canbe forgedeasily If your firewall
blocks only synchronizatiorrequestsan attacler canstill concevably get past
the firewall by sendinga paclet that pretendsto be an acknavledgementof a
requesfrom your machine A statelesgirewall maywell admitsucha paclet. A
statefulfirewall keepstrack of existing TCP connectionsif anacknavledgement
arrivesbut your machinehassentno synchronizatiomequestthefirewall canbe
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instructedto drop the paclet. The Linux 2.4 kernel offers the statefulfirewall
utility i pt abl es.

Firewalling capabilitiesare built into the Linux kernel. By contrast,some
operatingsystemselegatefirewalls to applicationprogramslf you aretruly con-
cernedaboutremoteexploits, you shouldnot run your firewall on a single-user
operatingsystem.

Operating Systemsand Security

Many popularPCoperatingsystemsannotbe madethe basisof a securdnternet
host; they were designedfor usercorvenienceratherthanfor security andthe
foundationsuponwhich they werewritten reflecttheir origins. If you run oneof
these thereis not muchyou cando but disableautomaticexecutionof programs
in email messageandweb pagesturn off file and printer sharing,andbe very
carefulaboutwhereyou go on the Internet. Somefeatures suchasenablingof
JavaandJavaScriptfor web pagesmayturn themseleson automaticallyevenif
you disablethem, so every time you starta web browserit is prudentto double-
checkthatthesescriptingcapabilitiesareturnedoff.

If you areconcernedvith securityin your homecomputer(s)GNU/Linux is
anexcellentchoiceof operatingsystemijt is a Free Jow-cost,professional-quality
operatingsystemthatrunson severalcommontypesof PC. Its main downsideis
therelative lack of userfriendliness andthe differencebetweents userinterface
model (often a commandline and simple text editing) and that of “point-and-
click” operatingsystemsGNU/Linux is nottrivial to configure but onceproperly
configuredwill runstablyandsafelyfor monthsatatime.

Using Free software givesyou good control over the useof your machine;
whenseriousugsarefound,they arepublicizedin well-known placesandpatches
(correctiongo the software)areoftenavailablewithin days—sometimelours—
of publicationof the bug. RunningGNU/Linux is somethindik e designingand
building your housefrom high-quality pre-madeparts. If you don't like the
way somethingruns, its inner workings are documented. You are free (hence
the name“Free software”), evenencouragedo learnthe innerworkingsof your
systemandto improve themif you areable. Freesoftwareis alsoastonishingly
cheapif you areaccustomedo proprietarysoftware. A complete“distribution”
of GNU/Linux—the operatingsystemand hundredsof utilities and application
programs,including excellenttools for writing and compiling software—costs
about US$5 at this writing, and can be downloadedat no chage from mary
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sitesaroundthe world. Equivalenttools for otheroperatingsystemscould eas-
ily cost$20000r more.

Thereare mary resourcen the web for installing, configuring,and using
GNU/Linux. If the ideaof using Freesoftware appealsto you, pleaseseethe
URLSs at the endof this paperfor placesto look for moreinformationon getting
started.

Securing GNU/Linux

Linux, the kernelof the GNU/Linux operatingsystem,is a multi-tasking, fully
memory-protectedloneof Unix, the mainframeoperatingsystemwith 30 years
of developmentoehindit. GNU/Linux offersall the usersecurityof Unix; differ-
entuserscannotreador destry eachothers’files, andonly the superuserr oot ,
hascompletepermissiorto modify or deletesystenfiles. If you,asa GNU/Linux
user fall prey to a URL attack,you cannotcompromisemorethanyour own ac-
count;it is not soeasyto gainsuperuseaccessemotely

Thatsaid,thereareahandfulof potentiallyseriousisksin usingcertaindistri-
butionsof GNU/Linux. Luckily, they areeasilyfixed. To explain them,we must
first outlinewhathappensvhenyouinstallandboot GNU/Linux.

By default, the mostpopulardistributionsof GNU/Linux (RedHat, Caldera,
andMandrale) setup your computerasa sener for web documentsdatabases,
files, electronicmail, andothercommonnetwork facilities. After you install and
boot for the first time, your computerwill be readyandwilling to answerre-
guestdrom the wide world. To mary corvertsfrom otheroperatingsystemsthis
plethoraof abilitiesis incredibly nifty; for $5, you've gottenhundredf dollars’
worth of softwareidenticalto whatprofessionalstlarge businesseanduniversi-
tiesuse.To asystemcracler, anewbie’s GNU/Linux boxis agold mine.

By portscanningan addresdlock, an attacler caneasilyfind your machine,
andwith afew widely-availabletoolscantell whatdistributionandversionyou've
installed. The companieghat packagedistributionshave to datebeenrelatively
lax aboutsecurity and several of the senersthat are installedand enabledby
default canbe remotelyroot compomised This meansjn plain languagethatif
you install RedHat 6.2 (or whaterer) thenleave your machineconnectedo the
Internet,you have built a housecapableof launchingpowerful attackson other
computershut have left the door openfor anyoneon the Internetto walk in and
take completecontrol.

Thefive mostnotorioussenersaresendmai | (electronicmail), bi nd (Inter-
net nameresolutionservice,or DNS), w-f t pd (the WashingtonUniversity file
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transferprotocoldaemon)y pc- st at d (a sener usefulon networks of Sunma-
chines),andLPRng (a print sener). Learnhow to disablethese andturnthemoff
beforebringing your machineonto the Internet. If you mustrun theseservices,
get up-to-datepatchedversions(with no publishedvulnerabilities)and possibly
firewall the portssothey areinaccessiblérom the Internet.

As of February2001,therearefully automatedvorms(Ramenandl1iOn, see
AppendixB) traversingthe Internetthat scanfor vulnerablemachinesthen at-
tack one or more of the serviceslisted above, gaining superuseraccess. They
install copiesof themselesandmail passverd and systemconfigurationfiles to
four emailaccountgtwo in theU.S.,two in China). They installafew backdoors,
allowing ahumanto log onremotelyasthesuperuserndcleanuptracesof them-
selwes,deletinglinesin log files andreplacingsystemutilities with versionsthat
do not shawv existenceof theworm. Thenthey begin to scanfor morevulnerable
boxes.In theforensicanalysisof oneRamemattack the elapsedime betweerthe
initial port scanandtotal remoteownershipof the machinewas87 secondsThe
HoneynetProjectreportsthatthe meantime until anunsecuredkedHat machine
is root compromisedn the Internetis 72 hours; one of their “honeypots” was
rooted15 minutesafterbeingbroughtonline. SeeAppendixB for the URL of the
HoneynetProject.

A Computersand Information

Computersare electronicmachineghat storeand manipulatedataat incredible
speed. Computerscan be connectedo eachother (or networled) in a way that
allows themto sharedata. Whenyou sendsomeonean email messagea chunk
of datacalledafile is transferredrom your computerto your friend’s computer
Whenyou browsethe world-wide web, files on aweb sener are copiedandsent
to your machinewhereaweb browsercorvertstheinformationthey containinto
thetext andimagesyou seeon your screen.

Text (email messageandweb pages) proprietaryformatfiles (word proces-
sor documentsor spreadsheetsgnd multimediafiles (soundsand pictures)are
commontypesof dataon atypical homecomputer The mostimportantattributes
of electronicdataarethatit canbe copiedquickly andrepeatedlyandthatthe
informationcanbetransmittedo anothemachineanywherein theworld, aslong
asbothmachinesareconnectedo theInternet.
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Electronic Representationsof Data

Abstractly the informationin a computeris storedas a patternof bits (binary
digits), oftenrepresentedsa string of 0s and1s. If you arealreadystartingto
feel lost, pleasekeepreading;the detailsmustbe explainedbit by bit (no pun).
If computerinternalsarenew to you, therewill be shortintervalsof confusionas
you read,followed by pleasanimomentswhenyou suddenlyunderstanchow a
piecefits into thelargerpicture.

In moderncomputersthesmallesunit of datathatcanbemanipulatedlirectly
by the hardwareis a byte consistingof eight bits. Thereare 256 bytes,namely
256distinctsequencesf 8 bits. Thesearelistedin Tablel; thedecimalnumbers
at left sene to enumeratdhe bytes, while the typewriter stringsare the actual
bytes.

00000000 || 64 | 01000000 || 128 | 10000000 | 192 | 11000000
00000001 | 65| 01000001 | 129 | 10000001 || 193| 11000001
00000010 | 66| 01000010 || 130 | 10000010 || 194 | 11000010
00000011 | 67| 01000011 || 131| 10000011 || 195| 11000011
00000100 | 68| 01000100 || 132| 10000100 || 196 | 11000100

A WNEFLO

62| 00111110 || 126| 01111110 || 190 | 10111110 || 254 | 11111110
63| 00111111 || 127| 01111111 || 191 | 10111111 || 255| 11111111

Tablel: Eight-bitbytes

Think of the eightbits in a byte asnumberson an odometer Whena wheel
reacheghe highestnumber it rolls over to zero,andthe next wheelto the left
increments. The differencewith an ordinary odometeris that hereeachwheel
hasonly two positions 0 andl. If you areunfamiliar with binary arithmetic,you
mayenjoy writing down afew moreodometereadingauntil you getafeelfor the
pattern.

Thenamed) andl arecorventional;they couldjust aswell be calledf al se
andtrue, or off andon, or bl ack andwhite. The significanceof this will
becomeclearshortly.
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Character Coding

Supposeyou wishedto storea text documentas a string of bits. One method
would beto let lettersof the alphabetcorrespondo countingnumbersrom 1 to
26: a—1,b—2,¢c—3,..., z—26. Theword “cat” would correspondo thelist of
threenumbers3 1 20, andthelist 4 15 7 would correspondo theword “dog”. If
everyonein the world agreedon this codingschemethenstoringa text message
would be tantamountto storing a (ratherlong!) list of numbers,one for each
characteiof text. Computersarebuilt for just suchtranslationtasks;translating
text into a stringof numberdgs simpleandrepetitve, but needgo be donequickly
andaccurately

What doesthis have to do with bits and bytes? By Table 1, the numbers
betweerD and255correspondo stringsof eightbits. If we combinethiswith our
earliertext-codingschemewe would get,for example,

cat— 3120+ 00000011 00000001 00010100.

Providedthe computemparseghe string000000110000000100010100 correctly
it canstorethe word “cat” asa sequencef bits. Bits canbe encodedby other
eguialentschemesUsing our primitive characteicoding,“cat” might be stored
onabarcodeor compactisk aslight anddarkspots:

000000110000000100010100 «+> 0000000000000 00E000G0®00

The correspondencpist describeds not quite adequatebecausectualtext
doesnot consistsolely of lower-caseletters, but also includescapitals,numer
als, and punctuation.However, you have probablyrealizedalreadythat we had
256 numbersat our disposalfor encoding,and have usedonly 26 of them. Al-
lowing for upper andlower-casdetters,numeralspunctuationandvariousother
charactergsuchasspacetab, carriagereturn,anddelete)requires128 different
symbols. Thus, all plain text canbe encodedas a string of bytes(one byte per
character)andcanbe decodedsolong astheauthorandreaderagreeon the pre-
ciseschemef encodinganddecoding A commonstandardpublishedn 1968by
the United StatesAmericanStandards$nstitute,is ASCI|, the AmericanStandard
Codefor Information Interchange. In ASCII, the phrase“A |ine of text.”
(16 bytesincluding the carriagereturn) encodeswith spacedetweenbytesfor
clarity, to

01000001 00100000 01101100 01101001 01101110 01100101 00100000
01101111 01100110 00100000 01110100 01100101 01111000 01110100
00101110 00001010
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Using ASCII, ary two peoplein the world can communicateusingthe Roman
alphabetstoringandtransmittingtext asa stringof bytes.The InternationalStan-
dardsOrganizationhas publisheda host of characterencodingsto handlenon-
RomanalphabetsIn view of thetranslatedsnippetabore, ASCIlI may seenter-
ribly inefficient, but computersare capableof storingunimaginableamountsof
bytes. A pageof text is roughly a thousandbytes, while a modernhard drive
storesensof gigabytestensof millions of pagesof text. Moreover, if you exam-
inethesizeof aword processofile, you'll find it is about20to 100timesthesize
of the raw text it contains. Suchproprietaryencodingsarefar lessefficient that
ASCII, andaremuchslowerto transferover slow connectionsuchasmodems.

A crucial point to remembeiis that the string of bytesitself hasno intrinsic
meaning;the original text cannotbe recoseredfrom the string of bytesunless
the codingschemds known. Sometimeghis is desirableaswhenoneencrypts
a messageand othertimesit is not, as when one wantsinformation to be as
widely available as possible. The free sharingof information betweenpeople
dependaupon an openstandardof encodingthat anyone may use. Proprietary
encodingstandardgword processofiles, for example)arecommon but have the
unfortunateeffect of excluding peoplewho do not have accesdo programsthat
know the codingscheme.

Other Data Types

Almost ary information that can be storedin physicalform—a photographor
painting,a written work, anaudiorecording—carbe storedasa streamof bytes.
Naturally, the morecomplicatedheinformationor the moredetailedthe descrip-
tion, themorebytesarerequired.(For aphotograph’more detail” means'higher
resolution”,while for anaudiorecordingit means‘betterfidelity”.) A string of
about10 million bytesis enoughto encodean ordinary photographwith reason-
ably high resolution,or to storea 3 minute pop song,both usingcommon(and
not necessarilyefficient) coding schemes.For illustration, hereis roughly how
theprocesswvorksfor photographs.

If youlook closelyata color television screenor computemonitor, you will
seeatiny hongrcombof phosphorescergpotsgroupedin threes.In eachgroup
is adot capableof producingred,green,or blue. All the colorsthata monitorcan
displayareformedby a mixture of these(“subtractve”) primarycolorsin varying
brightnesses.

Eachtrio of dotsis sosmallasto appeara singlespot,or pixel, to the human
eye. The color stateof a pixel canbe describedby threebytes: The first byte
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(which,asabove, representa numberbetweerD and255)encodeshe brightness
of redin the pixel (with 0 meaning“off” and 255 meaning“all the way on”),
the secondbyte recordsgreen,andthethird encodeslue. This particularcoding
schemeis called “24-bit RGB” for obvious reasons.In 24-bit RGB coding, a
streamof bytesis interpretednot asa string of charactersput asa sequencef
pixel states Again, it is notthe bytesthemselesthatareimportant,but howthey
are interpreted

Thenumberof colorsthatcanberepresentedith 24 bitsis 256x 256x 256=
16,777,216,or “millions of colors”. Five yearsagothis wasstate-of-the-arthut
nowadays24-bit color is consideredsomevhat inadequatewith 32 bits (four
bytes),a computercandisplay over 4 billion colors. This approacheshe lim-
its of the humaneye to distinguish. Good modernscannerswhich are hardware
devicesthatcornvertphotographinto streamof bytes,usea40bit (five byte)data
encoding.

Describinga 24-bit RGB imagerequireshreebytesper pixel. The numberof
pixelsrequiredto describea picture dependsuponthe resolutionof the picture.
A relatively low-resolutionpicturerequires600x 480= 288 000pixels,or about
onemillion bytesof 24-bit color, while a high-resolutiorrenderingmight require
1600x 1200= 1,920, 000 pixels, or aboutten million bytesof 40-bit color. The
mainpointis thatevena photograpttanbe storedasalong string of bytes.

Data Storage

As mentionedabove, dataof mary typescanbe storedasa string of bytes. Bits
themseles(eightto abyte)simply correspondo oneof two possiblealternatves,
or “states”. In your computer bits are representegbhysically in threeprimary
ways:

¢ In “volatile storage”,or RAM (random-accessiemory).A computermem-
ory chipis alattice of millions of microscopicelectronicswitchesthatcan
beturnedoff andonin afew billionths of asecondIf poweris notsupplied
continuallyto the chip, the switcheswill begin to turn off spontaneously
afterafew million clock cycles(or about1/10000f a second)their states
(whetherthey are“off” or “on”) will drift, andthe storedinformationwill
belost.

Perhapsiowhereelsein a computerdoesone encountetthe ephemerality
of data;a photograptor audiorecordingcanbeencodedasa stringof bytes
andstoredn memory Thestorednformationcanberetrievedin its entirety
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unlessthe power is interrupted,in which casethe datawill vanishalmost
instantly

¢ In “permanenstorage”,on the hard drive. The harddrive of amodernPC
consistsof one or more rigid magneticdisks, sealedinside a metal case
aboutthe sizeof a paperbackiovel. Whenthe drive is operating the disk
spinsrapidly (abouta hundredtimes per second). Datais readfrom and
written to the drive by meansof a magneticheadthatis mounteda small
fractionof amillimeter from the surfaceof thedisk. In adata-writingoper
ation, the magneticpolarity of the headflips rapidly, magnetizingthe disk
asit passeghe head. The patternof the magneticdomainson the actual
disk is abstractlyequialentto a streamof bits. Datais readfrom the disk
in thereverseoperation:Whenthedisk spinspastthehead the headdetects
whetheradjacentlomainson thedisk have thesamepolarity (0) or opposite
polarity (1).

Like anaudio cassettdor a bar magnet!),a harddrive doesnot requirea
constansupplyof electricityin orderto storedata;magneticdomaingetain
their polarity until they arere-written. A floppy disk is similarin principle
to a harddisk, but canstorefar lessinformation,andis slower. The main
adwantagas thatafloppy disk canberemaovedphysicallyfrom themachine.

e In “read-only” storage suchasa CD-ROM. A compactdisk consistsof a
thin sheet(aboutl mm thick) of transparenacrylic, coatedwith a micro-
scopicallythin layer of reflectve aluminum.As the disk spinsin thedrive,
alasershinesonits surface,andis reflectedinto a photo-detectorTo store
data,smallholesor pitsareburnedinto thealuminumlayer;asthedisk spins
pastthelaser thebeamis eitherreflectedby thealuminumlayerwhenthere
is no pit (0), or is notreflectedf thereis apit (1). The streamof pits winds
aroundthediskin atight spiral reminiscenbf the groove in a phonograph
record;the entireline of bits on a full disk is aboutl kilometerlong, and
storesseveralhundrednillion bytesof information. Writablecompactisks
work on similar principles.

Theadvanceof computertechnologyin the lasttwo decade®f the 20th Cen-
tury is truly mind-boggling.Theingenuityrequiredto developthe meansof writ-
ing, storing,andretrieving hugeamountf datais awe-inspiring,andthesuccess
is phenomenalAt thiswriting, 128 megabytef RAM costsaboutUS$50,20 gi-
gabytesof harddrive storagecostsaboutUS$100,anda 650 megabytecompact
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disk canbe boughtin bulk for lessthanUS$0.20! Good-qualitycomputerhard-
wareis incrediblyreliable: A harddrive canbe expectedo mis-reador mis-write
onebytein every million billion bytes. Thisis roughly equivalentto copying the
entireLibrary of Congres@ndmakinga singletypo.

Processing

A computers othersalientattribute (thefirst beingdatastorage)s rapid process-
ing of data.Abstractly processings the rapid executionof arithmeticoperations
on shortstringsof bytes,called words. Most modernprocessorsisefour-byte
words, and are therefore*32-bit machines”. Eight-bytewords (64-bit architec-
tures)areslowly beingphasedn, andwill bethe normin afew years.

Decisionquestionof thetheform, “If A is true,thendo B; otherwisedo C,”
canbe phrasedn termsof binary arithmetic. Binary arithmetic,in turn, canbe
representeghysicallyby simpleelectroniccircuits calledlogic gatesbuilt from
two or threetransistors.A modernPC processorconsistsof several million mi-
croscopictransistorsetchedinto the surfaceof a silicon wafer A clock on the
chip emits pulsesperiodically which sene to synchronizethe actwities of the
processoanddatacomingin from main memory(RAM). The clock speedof a
processois measuredn “ticks” persecond;a 600 MHz processos clock ticks
six hunded million times per second.If time were scaledto oneclock tick per
secondonesecondof realtime would lastalmost20 years. To a computey our
familiar world is almoststationary

The core of the processorconsistsof the actualprocessingunit and several
registers, small memorylocationswheredatais held during the few clock ticks
whenit is neededThe processochip alsohasarelatvely smallamountof mem-
ory onit, about32 thousandytesworth of level onecacdethatcanbe accessed
atfull clock speedanda largeramount(a few hundredthousandoytes)of level
two cachethatbeaccessedt a slower speedusuallyhalf the clock speed.

At the coreof the processqrdataqueuesup waiting to be operatedupon. A
secretarykeepstrack of the locationof the datato be operateduponat the next
clocktick, known asthe stadk pointer, andthelocationof the next operatiornto be
performedtheinstructionpointer. Thesepiecesof informationchangefrom tick
to tick accordingto the outcomeof the operationitself. By performinghundreds
of millions of simpledecisiongper seconda computerexhibits intelligent (or at
leastresponsie) behaior.
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RemoteExploits

Aside from theintrinsic interestof how a computemworks, the descriptionabove
is necessaryo understanchow a machinecan be tricked into following rogue
instructions. Imaginefirst that the computeris running a file sener. Because
thefile sener needso have accesgo files ownedby differentusersthe process
hasroot privileges; anything the file sener wantsto do will be allowed by the
operatingsystem.

In orderto acceptandrespondo requestdor file transfer thefile sener sets
asidespacein memory called an input buffer, whereinformation relatedto a
requestanbewrittentemporarily Thebuffer holds,say 256 bytes,largeenough
to accommodatary reasonabléransactiora usermight requestandthensome.
Thecrucialerroris thatthis file senerdoesnotcheckthesizeof anactualrequest
asit fills theinput buffer; noreasonableequeswill fill the buffer, but a program
shouldstill checkusers'inputto ensurghelengthconformsto theavailablespace.
In our caseanattacler hasfound, eitherby carefullyauditingthe sourcecode,or
by accidentthatthereis no checkingof the input buffer’s size,andthattheinput
buffer and the operatingsystems instruction pointer are in abstractlyadjacent
sectionof memory Theattacler carefullycraftsafake clientrequesthatexactly
fills the input buffer with a small program,andthenwrites a few bytesof data
thatmustbe placedwith precision;a missingor extra byte of paddingwill spoil
the attack. The small programasksthe kernelto starta shell (commandorompt)
with root privilegesonthefile sener’s port; the extra datathatoverflovstheinput
buffer overwritesthe kernelsinstructionpointer

Now the stageis set. The file sener sits waiting for incoming connections.
Thekernelseesa seeminglylegitimatesynchronizatiomequestarrive for thefile
sener, makes a note of the next instructionit will performwhenthe file sener
hasfinished,andhandsoff controlof the processarThefile senerblindly copies
the incoming data—theattacler’s requestfor a root shell—to the input buffer,
exactly filling it. If thatwereall, the file sener would askthe kernelwhat to
do next, the kernelwould say “Parsethe input;’ the file sener would discover
thatthe inputis not a legitimaterequestandwould harmlesslysendthe attacler
an error message However, a few bytesof dataremainin the incomingsignal;
the file sener, unavare of ary problem,writes theseinto the adjacentmemory
But astheattacler carefully noted,the next few bytesof memoryin the machine
arethe post-it pad wherethe kernelwrote the next instructionto be performed.
With thelastfew bytes the attacler hasoverwrittenthe memo,replacingthe next
legitimateoperationwith thetheattader’'srequesfor arootshell Thefile sener
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saysto thekernel,“Input receved. Now what?” andthekernel,who truststhefile
sener completelyfollows the attacler’s pointerandstartsa root shellon thefile
sener’s port. Theattacler, atthefarendof aremoteconnectiorto thefile sener,
now hascompletecontrol of themachine.

The attackjust describedis a typical buffer overflow exploit. Careful pro-
grammersdo not acceptusersuppliedinput without checkingthatit conformsto
whatthe programexpects,but potentialbuffer overflons canbe difficult to find
in existing programs.The five servicedisted earlierareperiodicallyfoundto be
vulnerableto buffer overflows. Single-useoperatingsystemsandtheir software
areparticularlyvulnerablebecausé¢hereis no concepof anon-rootuser soevery
applicationis potentiallya sourceof attack.

Unfortunately thoughpatchego vulnerableprograms(for GNU/Linux) are
usually distributed almostsimultaneouslywith the exploit report, mary system
administratorglo notimmediatelypatchtheir software. Thereis, consequentlya
window of opportunity sometimedastingmonthsor years,betweerthetime an
exploit is announce@ndthetime whenthelastvulnerablemachines patchedIf
you area systemadministratoi(for example,if yourun GNU/Linux onyour PC),
it's a goodideato subscribeto CERT’s mailing list, anda good habit to patch
exploitableservicesmmediately

Script Kiddies

Buffer overflows and otherremoteattacksmay seemabstruseandof little cause
for concern,but they arefar more widespreadhanthe difficulty of writing one
might indicate. The real risk is that oncea vulnerability is found, an exploit is
usuallypublishedquickly, asproof of concept.The sourcecodefor exploits gets
postedn well-known locationsontheInternet(do agoogl e searctfor “hacking”
or “alt.2600” and seewhat you find), and maladjusted/outhsknow wherethese
sitesare. The endresultis thatthousand®f kids (usually maleteenagersyvho
know almostnothing aboutcomputersare capableof successfullygetting root
acces®nvulnerablemachineslt is darkly comicto view systemogsof compro-
misedmachinesattaclers often bumblearoundthe exploited machine trying to
figure out how the operatingsystemworks.

In securitycircles,theseattaclersareknown genericallyasscriptkiddies and
areananngancemorethanadanger The scriptkiddie subculturds patheticbut
tragic; mary areintelligentchildrenwith unhapyy family or schoollives. Being
acomputeroutlav givesthema senseof worth andpurposemalignthoughit is.
LanceSpitzner a systemsecurityexpert, haswritten a seriesof excellentpapers
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onattaclers(mostlyscriptkiddies)thatcanbe downloadedrom theweb, seethe
URL for the Honeynet Project. Thesepapersrangefrom a fascinatingview into
thepsychologyof the“typical” scriptkiddie,to theactionsthey performoncethey
gaincontrolof your computer

Availability and Legality of Attack Tools

Every attacktool hasa generallybeneficialuse,namelyto testsystemdor vul-
nerability. It isin legitimateusers’bestinterestthatthesetoolsbeeasilyavailable
and freelyusable To understandvhy, considerthat—ascomputerprograms—
attacktools consistof data. They canbe written by any competenprogrammer
regardlessof motivation, and oncewritten canbe freely copiedanddistributed.
Shortof turningthe Internetinto a virtual police state thereis no way to restrict
accesdo attacktools, any more thanthe exchangeof ideasor informationcan
be curtailed. Becauseéhe Internetextendsworldwide, thereis currentlyno legal
entity thathasglobaljurisdictionanyway, soevenDraconianaws in onecountry
will not stopthe authorshipanddistribution of attackprogramslf thesetoolsare
madeillegal, userswho do notwish to breakthe law (or for whomthe penaltyof
useis truly dire) will losethe potentialbenefitswhile attaclerswill not.

Thoughthis agumentis superficiallythe sameasthe rationalefor keeping
firearmslegal, the fundamentalissueswith software are completelydifferent.
First, agunshotmaykill or irreversiblyinjure someone A computerattackmay
destry data,but youcanmake anexactbackupcopy. If gunsweretruly analogous
to attacksoftware,onecouldresurrecgunshotvictims. Secondthe deterrentar
gumentwith gunsis the threatof retaliation;a muggeris lesslik ely to attackyou
if hethinksyou may shoothim. With attackprogramsthe benefitis notto deter
systemcraclers, but to obviate their attemptsto attackyour computer By us-
ing portscannerandremoteexploit programsagainstyour own machine(s)you
cansearchfor andrepairpotentialvulnerabilities,so that attacksagainstyou are
simply ineffective.

Restrictve laws onthe useof attacksoftwareareseductve becaus¢hey seem
to protectinnocentusersywhocannoteexpectedo stayabreasof newly-discovered
vulnerabilities,securitypatchesand otherdevelopments.But the governments
job is not to protectcitizensasparentsrotectinfants,nor canit bein the caseof
computertechnologywithout becomingtotalitarian. The only way for citizensto
protectthemselesandtheir personablatain electronicform is to give all respon-
sible citizensthe meando do so,bothin termsof educatiorandin availability of
appropriatesoftwaretools.
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Computersanddataare,in fundamentafjuantitatve ways,differentfrom ary
prior or existing technology and the legal establishments working diligently
to legislatesocietalconductwith respecto electronicinformation. The coming
yearswill be a time of rapid and revolutionary changein computerlaw. If we
concernectitizensdo not educateourseles of the technological,legal, social,
andeconomidssuessurroundingcomputersandtheir useasvehiclesfor financial
andlegal transactionswe will bearthe bruntof laws draftedin theinterestsof a
few wealthycorporations.Theseentitieshave a right to do businesgor a profit,
but their aimsareoften at oddswith the (American)Constitutionalguaranteesf
Freedonof Speectandthe Rightto Privacy. Technologyis changingapidly, and
the processof self-educationis dauntingand ongoing, but ascitizensof a Free
Society we would all do well to regard computersoftware issuesas mattersof
FreeSpeechratherthanastradesecretslesignedo protectcorporateprofits, or
asthe purwey of expertswe cannothopeto understand.

B Web Sitesfor Further Information

| amnot personallyaffiliated with ary siteslistedhere.

e http://ww. googl e. or g (Searchengine)
e http://ww. fsf.org (TheFreeSoftwareFoundation)
e http://ww. opensource. or g (TheOpenSourceProject)

e http://ww | inuxdoc.org/links/index.htm
(The GNU/Linux DocumentatiorProject)

e http://ww. cert.org (CERT/CC)
e http://project.honeynet. org (TheHone/netProject)
e http://ww. whitehats.com(Max Vision’s securitysite)

e http://ww. whitehats.conllibrary/ worms/lion/index.htm
(Analysisof the 1iOnworm)

e http://www. |inuxsecurity.com
(A securityportalfor GNU/Linux users)
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e http://ww. attrition.organdhttp://ww.insecure.org
(Hacler sitesin the bestsenseof the word)

e http://ww. cul tdeadcow. coni cDc_fi |l es/ cDc- 351
(TheTao of WindowsBuffer Overflow a detailedbut salty technicalpaper
onwriting buffer overflov exploits.)
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